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1. Overview

1.1 Brief introduction

E800-DTU (Z2530-ETH-27) is a high-power ZIGBEE gateway. It has a
complete set of supporting ZIGBEE node equipment to solve MESH [E&cs
networking and access Internet applications, and supports adaptive network
speeds (up to 100M full duplex), provides TCPServer, TPCClient, UDPServer,
UDPClient four working modes, and support two SOCKET working

ZigBee To Ethernet Converter

DC-IN

@
EBYTE
E800-DTU

Ethernet

PWR LINK DATA

simultaneously. There are three types of logical devices in the ZigBee network: .
Coordinator (coordinator), Router and End-Device. The ZigBee network

consists of a Coordinator, multiple Routers, and multiple End_Devices, and users can configure them via WEB page.

2. Hardware parameter

2.1 Main specifications

No. Parameter Specification

1 Netv-vc->rk F)ort RJ45, 10/100Mbps
specifications

2 Network protocol IP. TCP/UDP. ARP. ICMP. IPV4

; Simple transparent TCP Server. TCP Client. UDP Server. UDP Client. Cloud transparent
transmission transmission

4 TCP Server connection | Supports up to 6 TCP connections

5 IP acquisition method Static IP. DHCP

6 DNS Available

7 User configuration Web page configuration

8 Working current TAmA@12V

0 Supply voltage 8V~28VDC, 28V may burn out, 12V or 24V power supply is

recommended

10 Operating temperature -40 ~ +85°C, industrial grade

11 Operating humidity 10% ~ 90%, relative humidity, non-condensing

12 Size 84mm*82mm*25mm

13 Average weight 126.5g

14 Storage temperature -40~+125°C, industrial grade
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2.2 Size and pin definition
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( X
ZigBee To Ethernet Converter ;
oa
DC-IN ® ANTY WZZZZ]
o
% (®)
oo ()
EBYTE
E800-DTU
Ethernet
PWR LINK DATA
\ J
No. Item Description
Power interface, default 8-28V (customizable standard 5V version), 12V /
1 DC8~28V
24V recommended

2 ETHERNET Ethernet interface, standard RJ45 interface, connect with device or PC
3 PWR Power Indicator
4 LINK Connection establishment indicator
5 DATA Serial port transceiver indicator
6 Reload Restore to factory settings button
7 ANT SMA antenna interface

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd 5
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3. Function description
3.1 Typical application model

. '*---?f{"&&

. ZIGBEE ﬁ e | —— 2
E

I

3.2 Basic function

— Ethernet

3.2.1 SOCKET

E800-DTU(Z2530-ETH-27) can establish two-way sockets, Socket Al and Socket B1. Socket Al supports all types
of TCP Client, TCP Server, UDP Client, and UDP Server. Socket B1 supports only three types: TCP Client, UDP Client,
and UDP Server.

Two sockets run simultaneously can be connected to different networks at the same time for data transmission.

3.2.2 TCP Client

(1) TCP Client provides client connection for TCP network services. Actively initiate a connection request to the
server and establish a connection, which is used to implement the interaction between wireless data and server data.
According to the relevant provisions of the TCP protocol, TCP Client is distinguished from connected and disconnected,
thereby ensuring reliable exchange of data. It is usually used for data interaction between the device and the server, and is
the most commonly used network communication method.

(2) When E800-DTU(Z2530-ETH-27) attempts to connect to the server in TCP Client mode and the local port is O,
the connection is initiated through a random port each time.

(3)E800-DTU(Z2530-ETH-27) supports short connection function.

(4) Under the same LAN, if E800-DTU(Z2530-ETH-27) is set to a static IP, please keep the IP of E800-DTU(Z2530-

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd 6
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ETH-27) and the gateway on the same network segment, and set the gateway IP correctly, otherwise normal communication
cannot be achieved.

—

-1

=
fir
= Metwork Data Metwork Data =
M —_— :
' [
2 T s, e

TCP Server TCP Server

3.2.3 TCP Server

(1) In TCP Server mode, E800-DTU(Z2530-ETH-27) monitors the local port. When a connection request is sent, it
accepts and establishes a connection for data communication. When E800-DTU(Z2530-ETH-27) receives the data, it
will simultaneously send the data to all client devices that have established a connection with it.

(2) It is usually used for communication with TCP clients in a LAN, which is suitable for the scenario where there is
no server in the LAN but multiple computers or mobile phones requesting data from the server. Like TCP Client, there
are differences between connection and disconnection to ensure reliable exchange of data.

(3) When E800-DTU(Z2530-ETH-27) is used as TCP Server, it can accept a maximum of 6 Client connections (the
number of connections can be customized). The local port number is a fixed value and cannot be set to 0.

(4) TCP Server can set the maximum number of connections. When the maximum number of connections is reached,
users can choose to kick off the old connection or prohibit the establishment of new connections according to the
configuration through commands.

Metwork Data B :

—

|
Metwork Data 4 _

TCP Client

] :"T}\l |r/|":.': N

Metwork Data 4 - —

i Metwork Data A . |
e Metwork Data B ——

i Network Data B d TCP Client

TCP Client bl G

Metwork Data A —
bl
e LY

Network Data B TCP Client

3.2.4 UDP Client

(1) UDP Client is a disconnected transmission protocol that provides transaction-oriented simple and unreliable
information transmission services. There is no connection establishment and disconnection, only the IP and port are
required to send data to each other. Usually used for data transmission scenarios where there is no requirement for packet
loss rate, data packets are small and transmission frequency is fast and data is to be transmitted to the specified IP.

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd 7


http://www.ebyte.com/product-view-news.aspx?id=285
http://www.ebyte.com/

Eé«v))TE Chengdu Ebyte Electronic Technology Co.,Ltd E800-DTU(Z2530-ETH-27) User Manual

(2) In UDP Client mode, E800-DTU(Z2530-ETH-27) only communicates with the target port of the target IP. If the
data is not from this channel, it will not be received by E800-DTU(Z2530-ETH-27).

(3) In UDP Client mode, if the destination address is set to 255.255.255.255, it can achieve the effect of UDP broadcast
on the entire network segment, and it can also receive broadcast data. E800-DTU(Z2530-ETH-27) module supports
broadcasting within the network segment , such as xxx.xxx.xxx.255 broadcast mode.

UDP
Network Data B E‘ m IP: 192.168.0.100
el POt : 25
arget IP: 192.168.0.102
Taraet port? f UDP Server
UDP
Network Data A etk DA B 1p: 192.168.0.102
-—— port:25
Network Data C \je- work Data C UDP Server

UDP Server
UDP
m‘ IP: 192.168.0.102
U Jport: 20

Network DataD  |jpp Server

3.2.5 UDP Server

(1) UDP Server means that the source IP address is not verified on the basis of ordinary UDP. After receiving a UDP
data packet, the destination IP is changed to the data source IP and port number. When sending data, send to the IP and

port number of the most recent communication.
(2) This mode is usually used for data transmission scenarios where multiple network devices need to communicate

with the module and do not want to use TCP due to the fast frequency.
Note: UDP Server cannot send data actively. Only after receiving the data can it send data to the IP and port that have

recently exchanged data.

upp

Network Data B m IP: 192.168.0.100
. port:25

Network DataA )05 lient

To the nearest TX port
Network Data A

N
% th vork Data B
e Network Data E

UDP Client

UDP

sy

etk Eatm e m IP: 192.168.0,102
port:25
o~

etw C
Network Data C ;55 cljent

Ubp
IP: 192.168.0.102
port; 20

Net. rork Data C

Network Data D UDP Client
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— Wireless
ZigBee Features
No. Feature Description
1 Role switch Users can switch the device between the three types of coordinator, router and terminal through the WEB page.
5 Automatic Support automatic networking when power on. The coordinator automatically sets up the network when it is
networking powered on, and the terminal and router automatically search for and join the network.
Lost network auto-reconnect function. The intermediate nodes of the network are lost, and other networks
automatically join or maintain the original network. (Isolated nodes automatically join the original network,
; Network self- and non-isolated nodes maintain the original network.)
healing function The coordinator is lost and there are non-isolated nodes in the original network. The coordinator can join the
network again or the coordinator of the original network PAN_ID set by the same user can join the original
network.
When the device is in the coordinator and router state, users can set the data saving time by himself and use it
o with the terminal in the sleep mode to save the data of the terminal device and send the data to the terminal
Data retention time .
4 i after the terminal wakes up from sleep.
setting ) ) ) ) ) ) o
Save up to 3 pieces of data, if exceeding, automatically clear the first data! After setting the data saving time,
the data heap is automatically emptied.
Automatic . ] ) . o .
L In unicast mode, the device automatically retransmit when it fails to send to the next node. Each message is
5 retransmission . .
] retransmitted three times.
function
) ) Support network routing function. Routers and coordinators carry network data routing function, and users can
6 Automatic routing ] .
perform multi-hop networking.
] Adopt AES 128-bit encryption function, it can change the network encryption and anti-monitoring. Users can
Support encryption
7 change the network key by themselves.
protocol . ) .
Only devices with the same network key can communicate normally.
. Multi-type data Support network-wide broadcast, multicast, and unicast functions. Support several transmission modes in
communication broadcast and unicast modes.
9 Multiple working Support transparent transmission mode, semi-transparent transmission mode, and protocol mode, users can
mode selection switch according to their needs.
Support 16 channels (2405 ~ 2480MHZ) on WEB page 11 ~ 26, different channels correspond to different
10 Channel change
frequency bands.
" Network PAN_ID Any switch of the network PAN_ID, users can customize the PAN_ID to join the corresponding network or
change automatically select the PAN_ID to join the network.
MAC address and ] ) )
12 ) WEB page to visually check MAC address (unique, fixed) and short address
short address view

3.2.6 Operating mode

Mode

Node

Data communication
Description

display mode

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd 9
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This type of node is in transparent transmission mode, and serial data is

Coordinator . o
transparently transmitted to End-Device in the network through broadcast.
Mode 1 Router This type of node is in transparent transmission mode, and serial data is
(Transparent transparently transmitted to the coordinator through unicast.
transmission ) terminal (Note: The terminal cannot receive the transparent transmission data of mode 1 in
the sleep mode)
The module transmits in full protocol according to the fixed format of data
Coordinator | transmission. It can perform unicast, broadcast, and multicast communication.
(Please refer to "HEX Data Communication Instructions” for details).
Mode 2
(Semi- Router
transparent i o L . .
o This type of node is in transparent transmission mode, and serial data is
transmission ) . . .
. transparently transmitted to the coordinator through unicast.
terminal

The data carrying format
can be configured
through commands:

1. Display sender mac
address

2. Display sender short
address

3 .Display the RSSI
value of the shortest
path of the message
(You can configure the
display mode to not
carry display and any
one or more display
modes)

Mode 3
(Protocol

mode )

Coordinator

The module transmits in full protocol according to the fixed format of data

Router

transmission. It can perform unicast, broadcast, and multicast communication.

terminal

(Please refer to "HEX Data Communication Instructions" for details).

3.2.7 Introduction to Protocol mode communication

No. Mode Description

In the case of joining the network, users can perform network-wide broadcast according to instructions
(divided into three broadcast modes)
1.Broadcast mode 1—This message is broadcast to all devices in the entire network.

: Broadeast 2.Broadcast mode 2—This message is broadcast to devices that receiving (except sleep mode) is turned
on.
3. Broadcast Mode 3—This message is broadcast to all fully functional devices (routers and coordinators)

2 Multicast In the case of joining the network, users can multicast non-dormant devices on the entire network.
In the case of joining the network, users can individually communicate with devices on the network in a
short address according to instructions(divided into three broadcast modes)

3 Unicast 1. Transparent transmission mode— (no carrying information)
2. Short address mode— (carrying information is short address)
MAC address mode— (carrying information is MAC address

3.2.8 HEX Data communication instructions

Command format description

Command (COM) 1Byte

Data length (LEN) 1Byte

Data content (DATA)

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd
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FC LEN DATA

Parameter description
DATA parameter description:
(1) Broadcast data (data is the content to be sent )
Command: 0l+typetdata
Parameter description: type
01: Broadcast mode 1-The message is broadcast to all devices in the entire network
02: Broadcast mode 2-This message is only broadcast to devices that receiving (except sleep mode) is turned on
03: Broadcast mode 3-The message is broadcast to all full-function devices (routers and coordinators)
Example: FC 0501 02 AABB CC
Example description: Send HEX data to network broadcast in broadcast mode 2: 0XAA 0xBB 0xCC
(2) Multicast data (data is the content to be sent)
Command: 02+ group+data
Parameter description: group
0~99: Multicast number of multicast messages
Example: FC 0502 01 AABBCC
Example description: Send HEX data to network group humber 1: OXAA 0xBB 0xCC
(3) Unicast data (data is the content to be sent)
Command: 03+ type +addr+data
Parameter description: type (Coordinator in mode 2. This parameter is invalid and can be set to any value)
01: Transparent transmission mode (without carrying information)
02: Short address mode (carrying information is short address)
03: MAC address mode (carrying information is MAC address)
Parameter description: addr: Network short address Effective unicast address 0x0000—O0xFFF8)

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd 11
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Example: FC 07 03 01 ABCD AABB CC

Parameter description: Unicast HEX data to the device with network address OXABCD by carrying short address:
0xAA 0xBB 0xCC

3.2.9 Network structure

E800-DTU (Z2530-ETH-27) network structure is mesh network structure (MESH)
MESH network topology has powerful functions. The network can communicate in a "multi-level hopping" manner;
the topology can also form extremely complex networks; the network also has self-organizing and self-healing functions.

RBLEISE

Co-ordinator

. End Device
End Device

Router Router

End Device

End Device

Router

Router

\

Router

End Device

3.2.10 ZigBee network role and notes

No. Description

E800-DTU (Z2530-ETH-27) adopts ZigBee network networking. The network consists of a coordinator plus any other

devices (routers and terminals)

With self-organizing, self-routing, and network multi-hopping functions. (Support network depth: 5, child nodes: 20, child

2 routing nodes: 6 by default)

3 The parent node device (coordinator and router) can save data for the Sleep- End-Device, and the save time can be set by
the user (default 30 seconds, range 0 ~ 120 seconds).

4 Only the End device has sleep function, which is within 250 during sleep and can be set by the user. The default is 0 (sleep

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd 12
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mode is off). Note: It is recommended that the sleep time must be shorter than the data retention time of the parent node,

otherwise it will affect data reception

Short address communication is used for network communication. Note: The short address is randomly assigned when the
device joins the network. The long address of the device MacAddress is the only fixed one. Check the short address of the

network on the WEB page and then perform point-to-point communication.

The coordinator is unique in the network and the short address is fixed at 0000.

If the unicast address is FFFF, FFFD, FFFC, they correspond to three broadcast modes respectively.

It is automatically assigned when the network parameter PANID is FFFF. If the device PANID is different, it cannot be

networked.

The network key cannot join the network at the same time. E800-DTU (Z2530-ETH-27) network key is all on, and users

cannot capture the correct air data through software capture.

10

All devices in the network have the broadcast function enabled. Multiple devices broadcasting at the same time or a single

device with a higher frequency of broadcasting may cause serious network congestion. Please try to avoid this situation.

11

E800-DTU (Z2530-ETH-27) does not need to join this group when multicast. It can directly multicast to any group
according to the communication usage method. After multicast, the local group number does not change due to different

multicast numbers.

12

In the sleep state, the first frame of data is invalid for wake-up.

13

For communication in the ZigBee network, the single packet data sending cycle cannot be too fast (generally recommended
above 1 second). Too fast may cause data loss. (Note: there are too many nodes in the network, and the broadcast cycle is

too fast may cause network instability.)

14

Device communication single packet maximum allowed byte: 70Byte. If it exceeds 70Bytes, data communication may fail.

3.3 Special functions

3.3.1 web page configuration

DTU can be accessed through browser to configure web page. When web page is accessed, the access end and the
module need to be on the same LAN. After entering 192.168.4.101, user name and password, enter the web configuration

page.

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd 13
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o) ziEER VBRI ES S

PSS HSHIAE : EBDO-DTU SN :
ZigBeeia® SR : V1.0 SNBSS
SEIPHEE : 192.168.4.101 BT

== FizEHRIFIS

R
PR RTE

EEEEA (M5 ) @ Disconnect SOCKET A/B £

. . EPEEEEEN
E=EHER ( ME ) : Disconnect s

MACHEHE : 3C:97:0E:44:10:07

SNEZ : FFFFFFFFFFFFFFFF

3.3.2 Heartbeat packet

In the network transparent transmission mode, users can choose to let the ES00-DTU(Z2530-ETH-27) send heartbeat
packets. Heartbeat packets can be sent to the web server. The main purpose of sending to the network is to maintain a
connection with the server. It only takes effect in TCP Client and UDP Client modes. E800-DTU(Z2530-ETH-27) module
supports up to 40 bytes of custom heartbeat packet content.

A

LBk j
|
. |

ETHIG & Axs523

3.3.3 Registration packet

In the network transparent transmission mode, users can choose to let the DTU send a registration packet to the server.
The registration package is to enable the server to identify the data source device or as a password to obtain server function
authorization. It can be sent when the DTU establishes a connection with the server, or the registration packet data can be
spelled into the front end of each data packet as a data packet. The data of the registration packet can be MAC address or
custom registration data, of which the content of the custom registration packet setting is up to 40 bytes.

Establishing connection and sending registration packet are mainly used to connect to a server that needs to be

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd 14
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registered.

Data carry registration packet: Sending data to access the registration packet at the forefront of the data, which is
mainly used for protocol transmission.

Registration packet mechanism is only applicable to TCP Client and UDP Client. It is invalid under TCP Server and
UDP Server.

A

IR EAA

AA
N \[4
ST A EIBB . ” E
- FIN TCP Server
A
A ECC
CE

3.3.4 Transparent transmission cloud

Transparent transmission cloud function mainly solves the open platform of data interaction between device and
device, device and host computer, device and server platform. Users can enable the transparent transmission cloud function
according to the command, and register the device and perform data interaction according to the relevant usage of Ebyte

cloud platform. Please refer to“Ebyte Cloud Platform Transparent Transmission Guide”for more details.

S B B PRI SRR 2 IKEEE
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3.3.5 Short connection

The use of TCP short connection is mainly to save server resources and is generally applied in multi-point-to-point
scenarios. The use of short connection can ensure that all existing connections are useful and do not require additional
control measures to filter.

The TCP short connection function is applied in the TCP Client mode. After the short connection function is enabled,
send the information, if there is no data received via serial port or network port within the set time, the connection will be
automatically disconnected. The short connection function is turned off by default. The disconnection time can be set after
the function is turned on, and the setting range is 2 ~ 255S.

3.3.6 KeepAlive

Keep-Alive is a mechanism for detecting dead connections in TCP connections. When there is no data sent by
users, TCP link will periodically send "Keep-Alive" information to maintain the idle link, avoiding dead connections
consuming unnecessary system resources. This setting is valid under TCP. Users can customize the Keep-Alive switch
and other parameters.

Keepalive parameters:
Time: Start probe message after how many seconds the TCP link has no data message transmitted ;
Intv:  Interval between the previous probe message and the next probe message;
Probes: Maximum number of probe failures. When the number of sniffing failures reaches this number, TCP
connection will be disconnected.

3.3.7 Timeout restart

Timeout restart (no data restart) function is mainly used to ensure the long-term stable operation of ES00-DTU(Z2530-
ETH-27). When the network port cannot receive data for a long time or the network has not received data for a long time,
E800-DTU(Z2530-ETH-27) will restart after exceeding the set time so as to avoid abnormal conditions affecting
communication. The timeout restart can be set via the web page. The normal working time of this function is set to 60 ~
65535S, and the default value is 3600S. 0 is off,and it returns to the default value when the setting exceeds the range.

3.3.8 Clear cache

When TCP connection is not established, the data received by DTU will be placed in the cache area. E800-
DTU(Z2530-ETH-27) receiving cache is 2Kbyte. After TCP connection is established, the network cache data can be set
to be cleared or not according to customer needs.
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BOSREEFX

MBHIREFX

The device has two cache areas, the serial data cache area and the network data cache area. When SOCKET clear
cache function is enabled, only the cache data of the relevant SOCKET link will be cleared and the serial port cache data

will not be cleared.

3.3.9 Link/Data receiving and sending command

Link indicates network connection state. In TCP mode, Link is off when the network is not connected. When the

connection is established, Link is always on. The Link indicator is always on in UDP mode.

The other one is a data transmission indication, which shows the transmission state of DTU. When there is no data
transmission on DTU, the data transmission indicator is off. When there is data transmission on DTU, the flashing indicates
that its period is 60ms and the indicator is on for 10ms.

€— 10ms«—>

(\_:_7

3.3.10 Restore factory setting

60mss — >

DTU restore factory setting has two ways: software restore the factory settings and press the button to restore the

factory settings.

4. Quick start

4.1 Default parameter

IP acquisition type

STATIC

IP Address

192.168.4.101

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd

17


http://www.ebyte.com/product-view-news.aspx?id=285
http://www.ebyte.com/

EBYTE Chengdu Ebyte Electronic Technology Co.,Ltd

E800-DTU(Z2530-ETH-27) User Manual

Subnet mask

255.255.255.0

Gateway 192.168.4.1

DNS 61.139.2.69

Spare NDS 192.168.4.1

Socket Al basic parameters TCPS,192.168.4.101,8886
Socket Al heartbeat packet mode NET

Socket Al heartbeat packet content

0 (Sec) , Turn off heartbeat packet function

Socket Al registration packet mode heartbeat msg
Socket Al registration packet time OFF
Socket Al registration packet content | regist msg

Socket Al short connection time

0 (Sec) , Turn off the short connection function

Socket Al keepalive parameter

time/inteval/probes = 10 (Sec) /5 (Sec) /30 (Times)

Socket Al clear cache function

OFF

Socket B1 basic parameter

TCPC,192.168.4.100,8887

Socket B1 heartbeat packet mode

NET

Socket B1 heartbeat packet time

0 (Sec) , Turn off the heartbeat packet function

Socket B1 heartbeat packet content heartbeat msg
Socket B1 registration packet mode OFF
Socket B1 registration packet content | regist msg

Socket B1 short connection time

0 (Sec) , Turn off the short connection function

Socket B1 keepalive parameter

time/inteval/probes = 10 (F0) /5 (F) /30 (XD

Socket B1 clear cache function

OFF

Cloud transparent transmission switch | OFF
Tcp server server maximum allowed | 6
connections

Intranet discovery port 1901

Intranet discovery password

www.cdebyte.comwww.cdebyte.com

web page port 80
web login username / password admin/admin
Timeout restart time 3600 (Sec)

4.2 SOCKET Instruction

Preparation before use:

1. Set the IP address of the PC computer to the same network segment as E800-DTU (Z22530-ETH-27), with the

same subnet mask. For example, the PC IP is 192.168.4.10 and the module IP is 192.168.4.101;

PC configuration:

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co.,Ltd
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i Internet MM AR 4 (TCP/IPVE) EtE ? 2wl

e R

O BEhEE I Mt o)
@ {ERT @AY IF Mt )

IF k1) 192 (168 . 4 . 10
FheAEas an: 255 . F55 755 . O
e e 192 185 . 4 . 1

BzhFiE I6s AR EHit )
@ {FATERY IF: FRF=5Hht ()
Bik Do RS (F):

HH Do AR (A):

B AATEA S O

| wmE || EuE |

.

DTU configuration:

IPHENEREN AL : | STATIC IP »

=Hp: 192 | 168 |.la 101
FREB: 255 |.255  |.[285 |0
FHsnt: 192 | .[168 | |4 1

DNS B2 : |61 3 |2 . |69
EEDONSEBES: 192 .68 |. 4 1

4.3 TCP Client Instruction

1. Set the SOCKET ALl network type of device A to TCP Client, the destination IP is 192.168.4.10, local port 0
(random port), and destination port 8886. Click Save to restart the module.
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TieR=L:
IiEREEE IS
/iRl -
BRI |
TR -
CEEEEER
LEHERE :

OEEEATE
A
FEEEE(Keepalive) :
FETE -

FMER -

FRA

TCP Client ¥

192.168.4.10

5o86 6887 (0~65535)
0 (0%H . 2~65535]s
Pl CEEE T

heartbeat msg

HEX: ASCIL: |#

0 (0%, 2~65535) 5
s v

b

10 (0FE . 2~7200) 5

5 (2~7200) s

30 (2~255) %

2. As shown in the figure below, communicate with another DTU, and the network debugging assistant connects to

the DTU device for testing.

sn

=
1) Mg AHRER |

TP Server ¥
(2) FEHL et

192,168 4. 10 hd

FC 05 01 01 AA BB CC

o EwEnEn | fre )
P _M EE CC
@ =@
R

(" ASCIT v HEX
v FRTESEE
Vv #bsaEiT ¢
I ElEaES st
I S{EEEDT
ER B

CEEEE
" ASCIT (¢ HEX
7 BEIRITEIE
@ MiESEHEE

[2019-04-28 17:53:10.333]% SEFD HEX TO 1392, 183.4.101 :2804>

o [2019-04-76 17:59:12. 630]# RECV HEX FEOM 192163 4. 101 28043

Hethssist ¥4 3 13 fil (PERRE #iEAE | Hetdssist ¥4 3 13
(1) fpiggeal |
i TCP Client = f

Z04oPF 17:59:10. 461 ]# RECY HEX>
Ab BB CC

[2019-04-26 17:59:12.532]# SEND HEX>
FC 0S5 01 01 A BE CC

(2) g EAl At
[1ez.188.4.100 ]
(3) FHEEAIRD
BEE6

@ |
CERE
" ASCIT (s HEX
V¥ ERGEEART
v ghEaimT ¢
I gMEET
[ EEREERT
BT b

AR
(" ASCII + HEX
o BT SE
 ATiES BEhEE -

I~ BEhREEf

I BshREbSa

- EersEn, . LBAE L B fie w0 e o] <ER | §oEs LR e, | LR ] - T
I (A 100 ns I FC 05 01 OL Ak BB CC . I R 000 ms Jrc o5 01 01w BB ccl .
ey EosE R

& i [ T [ B2 | TH: 49 ma [ [ 3/19 RH:31 TH 133 Sfuitsi]| ,

4.4 TCP Server Instruction

1. Set the SOCKET A1 network type of device A to TCP Server and local port 8886. Click Save to restart the module
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TiE5=L: | TCP Server v
TCP ServerstisE /OEEE: 6 v BHEEHE KICK v
Fitr/int2El] - 8886 8886 (0~65535)
ERRETeE ¢
EEEE(Keepilive) : &
FiedE |10 (0% . 2~7200) s
FEks : 5 (2~7200) s

RS 30 (2~255) %

2. As shown in the figure below, communicate with another DTU, and the network debugging assistant connects to
the DTU device for testing.

FERRE

L

Hetdssizt ¥4.3.13 Hethssist ¥4 .3 13

1) Hpifenl
ICF Clisnt v

(2) AR

HiREE |

Za-7F 18:10:27. 307]# RECV HEX>
EE CC

[t9z 1884100 ]
(33 IR EYIRO
[oaee

RO |

RERRE
" ASCIT % HEX
v EEEHEAET

" ASCIT % HEX
I BERRRTE T

[2019-04-28 13:10:20, 532]# SEND HEX>
FC 0S5 01 01 AA BB CC

-

(1) Hpigeedd

ICF Client |
(2) iR EALE
152,168, 4. 100~ |
(3) T ERO
B3

@8R

R
O ASCIT (% HEX
v FREEAET

W lrasaT ¢ ¥ B BT

I BEEEs .. I~ BsEE

[ GEHRERT I ¥EEEERT

BT Sl HfIn Sl
CEEEE CRERE

O ASCIT (% HEX
¥ BEIRHTE T

#EEE |

[2019-04-26 18:10027. 20914 SEFD HEX>
FC 0S5 01 01 Ak EB CC

18:10:29. BT2]# RECV HEX>
\An BB CC

I S EE < o .
[l = T
I TR R LS (W £ L
I iEF B 1000 n= FC 05 01 01 AR BB CC I — I~ {EFEHE 1000 ms FC 05 01 01 Ak BE CC o
PR e

& B [ 1a/3s T R4 [ Tz siittr| 1= s | 185 I it e _Efirita | Y |

4.5 UDP Client Instruction

1. Set the network type of SOCKET ALl of device A to UDPC (UDP Client), the destination IP is 192.168.4.10 and
the destination port is 8887. Click Save to restart the module. Set the "Network Debugging Assistant" to UDP (this host
does not distinguish between UDP Client and UDP Server), the local host IP is set to 192.168.4.10, the local host port
number is set to 8887, and the remote host is set to 192.168.4.101:8886.
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I#&5=C: UDP Client ¥
ICIRREREHENEEEE ¢ 192 168.4.10
Fih/iniEEE] : 8686 8887 (0~65535)
HEeETTEE: [
LEESE | MEOEE Y
GEEEAE : |hearttbeat msg
HEX: | | ASCII: |#
OFEEATE : |0 (0%F . 2~65535) s
SHEER: [wxE v

2. As shown in the figure below, communicate with another DTU, and the network debugging assistant connects to

the DTU device for testing.

g % Bl - x i P 250 i - X
S HIRETE | Nethssiszt v4.3.13 [l [FERRE HiEAE | Hethssist ¥4 3 13
1) Hpienl (1) ks

DE - m TCF Client | bi

(2) Ut
192168 4. 10+
(33 FHFMIRO
[aaet

BEE
(™ ASCIT % HEX
¥ gESEtan

[2019-04-26 13:25 4T B40]# SEND HEX TO 192 163.4. 101 :8&363
FC 05 01 01 AA BE CC

Qlo-fd-rf 15:25: 40 28214 RECV HEX FROM 192, 165 4. 101 :8886>
|

" ASCIT % HEX
I BERRTE ST

(2) FRENE

2019-04-26 18:25:47. 72614 RECV HEX>
Al BE CC

Jisz. 1684100 -]
(3) FIEEHO
E3

@ R

[2019-04-26 18:75:49. 188]# SERD HEX>
FC 05 01 01 AM BB CC

R
O ASCIT (% HEX
v FREERET

WV EbEaET ¢ v E=EihRT ‘

I~ BEEETE .. I ogbREETE

[ GEHNRERET I BEEEEST

BT Sl Hlkln  Ehs
CEERE CEERE

O ASCIT (% HEX
¥ BEIRHRE T

[ AHESBzhERE - ™ aiE4 BhEE =
I Bahkitiliis e | e, [ BepEEau —
I S TREHER HEEE | ERafl: 192 tes a0l sme -] <@ | § @R LER  amamsms, | SEEE | T EE L
I {&H B 1000 n= FC 05 01 01 Ak BB CC i I (BB 1000 n= [FC 05 01 01 Ak BB CC -
A iy Eess

[ [ 16/84 [ EX:55 [ T4 586 Siuits |A L& B 20/29 RX:B4 TE: 203 Efuit#l|

4.6 UDP Server Instruction

1. Set the SOCKET Al network type of device A and device B to UDPS (UDP Server) and the local port 8887. Click
Save to restart the module.

2. Set the "Network Debug Assistant” to UDP (the host does not distinguish between UDP Client and UDP Server),
the local host IP is set to 192.168.4.101, the local host port number is set to 8886, and the remote host is set to
192.168.4.101:8887

TI#e5=: UDP Server v
& izl © (8886 BBAT (0~65535)
EeEFmeE: L
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3. As shown in the figure below, communicate with another DTU, and the network debugging assistant connects to
the DTU device for testing.

T }rH‘ LT
(1) g
uDF -

t2) FhhE Al
192, 166.4. 10  ~
(3} FHEHIRD
5887

@ iR

$iReiE |

Hethssist ¥4 3 13

AR
" ASCIT  (+ HEX
¥ BESERET
[
I BEEET .
I HEEkEDT
EARAT E

CRERE

O ASCIT & HEX
¥ BEhRRTE
™ ARG anEE
I BehkEtsy

[2019-04-26 16:32:13 607]# SEFD HEX TO 192 166.4. 101 98853
FC 0S5 01 01 AA EE CC

I 18:32:15. 5561# RECY HEX FROM 192.188.4.101 :8886>
A BB CC
i

(1) thigsienl

TP Client <]
(2} Rzt
182,168, 4.100 -]
(3) FREEHIRO
e

@ BR

TR
ASCIT  MEX
v HEEEAST
v EhR BT

I R |

[ EEEERET
il sy

T
" ASCII % HEX
o S
I~ KB R
I G

HHIRES |

HetAssist ¥4.3.13

QUG-04-0B 16:32 13 607 )4 RECY HEX>
|4 55 cC

[2019-04-26 13:32:15. 480]% SEND HEX>
FC 05 01 01 AA BB CC

oo, | THRRE | imigEm: [tz s e ol mese ~| <@g | 4 ER L AR I R #iEsRiE | s LA
- ﬂéf\ﬁgﬂwvms FC 05 0L 01 Ak BE CC i - ﬁjiﬁ’gﬂl—wmmf“ ’Fc 05 01 01 Ak BE CC i
L& glisH! | E5142 RX 7B TH:994 Bl f e ahig I 23/ [ RT3 ‘ TH.o52 Sl

4.7 WEB Introduction

The module supports web page configuration. Users can enter the module IP address and port through any browser
(Default port of the browser is 80), and enter the web page after login successfully. As shown in the figure:

YIEXRIRI S R

)
EBYTE

e[k
FIPizH

ZigBeeiZH

ERiEE

{Z(EF51IERN

-www.ebyte.com-

T T s B

HSHE

B :
ZETIPHEhE
MACHEHE

SNES :

EEREA (M)
EelERER (M) -

ES00-DTU

V1.0

192.168.4.101

3C:97:0E:44:10:07

FFFFFFFFFFFFFFFF
Connect

Disconnect

« SNig:

SNESTREIREZA
T aithiAiEs
EEHTFES
R
RIS

SOCKET A/B £/
EHhESETEEN

Select one or more pages for parameter browsing and configuration according to specific needs (take ZigBee settings

as an example).
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TR
AFSEFEE: 30 |TEE(0~120)
EEHSE: |11 v |2405MHz
EEIHE | 20027 v | dBm
MEES: 1 [EE(1~99)
FISEPAN_ID : OXAAFF | {21635
R : [11131517191B1D1F10121416181A1CID | AES128

PlEEEE it : 0x0000
MACHEHE : D5-27-28-1C-00-4B-12-00

After filling in the parameters correctly, click Save Setting.
Tremst
TCP ServersisSsENE: |6 v | SuESnE KICK v |
TEBSSNIEEE : [192.168.4.100 |
SRES AmRE0 : |0 8887 | (0~65535)
BREE EheEETEE:
SmmwraE: 0 | (0%, 2~65535)s
DB
GEEERE : |heartheat msg |
HEX: | | ASCII: ¥
OBEEE: 0 |(0%08, 2~65535) s
EERE |regist msg |
HEX: [ | ASCIIL:

SErE

AHIPIES
LoRaizH

FERiEE(Keepalive) : [
wEE : (10 [ (0%, 2~7200) s
wMEE: f [(2~7200) s
w30 [(2~255) %

(omu Droam

The page will automatically jump to the module management page. After clicking Restart Module, the module restarts
and the set parameters take effect.
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o) fzfEtsYEm YERBNESSR

v

FIPiEE

LoRaiz& t W E

SRES . BEHRE

HEH 2EE . 7

EaEER HEIER

4.8 Fast data communication

"1Protocol mode

1. Necessary conditions for networking(PANID needs to be the same,and network keys need to be the same)

2. Broadcast

Command: 0l+type+data

Parameter description: type
01: Broadcast mode 1-The message is broadcast to all devices in the entire network
02: Broadcast mode 2-This message is only broadcast devices that have receiving (except sleep mode) turned on
03: Broadcast mode 3-The message is broadcast to all full-function devices (routers and coordinators)

Broadcast mode 1:

Coordinator sends: FC 05 01 01 AA BB CC Router receives: AA BB CC Terminal: AA BB CC (note that the
sleep time and parent node save time settings)

Router sends: FC 050101 AABB Coordinator receives: AABB CC Terminal: AA BB CC (note that the
sleep time and parent node save time settings)

Terminal sends: FC 05 01 01 AA BB CC Coordinator receive: AA BB CC Router: AA BB CC (The terminal
enters sleep mode, the first frame of data is used to wake up the device, and the module discards)

Broadcast mode 2: (Devices in sleep cannot receive message)
Coordinator sends: FC 05 01 02 AA BB CC Router receives: AA BB CC Non-sleep terminal: AA BB CC

Router sends: FC 050102 AABBCC Coordinator receives: AA BB CC Non-sleep terminal: AA BB CC
Terminal sends:  FC 0501 02 AABB CC Coordinator receives: AA BB CC Router: AABB CC

Broadcast mode 3: Terminal cannot receive message
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Coordinator sends: FC 05 01 03 AABB CC Router receives: AA BB CC Terminal: None
Router sends: FC050103 AABBCC Coordinator receives: AA BB CC Terminal: None
Terminal sends: FC 0501 03 AABBCC Coordinator receives: AA BB CC Router: AABB CC

3. Multicast
Command: 02+ group+data

Parameter description: group 1~99: Multicast number of the multicast information

Coordinator sends: FC 05 02 01 AA BB CC Router receives: AA BB CC XX Non-sleep terminal: AA BB
CC XX
Router sends: FC 050201 AABBCC Coordinator receives: AA BB CC XX Non-sleep terminal: AA BB
CC XX

Terminal sends: FC 0502 01 AABBCC Coordinator receives: AA BB CC XX Router: AA BB CC XX

4. Unicast

Command: 03+ type +addr+data

Parameter description: type

01: Transparent transmission mode (without carrying information)
02: short address mode (carrying information is short address)

03: MAC address mode (carrying information is MAC address)

addr: network short address  effective unicast address 0x0000—O0xFFF8

Terminal network short address: 0x35BD Terminal mac address:  98-2A-28-1C-00-4B-12-00
Coordinator network short address: ~ 0x0000 Coordinator mac address: D5-27-28-1C-00-4B-12-00
Router network short address: 0x8478 Router mac address: 95-2B-28-1C-00-4B-12-00

Note: The network short address is not fixed and is only for reference.

Coordinator sends: FC 07 03 01 35 BD AABB CC Router receives: None Terminal: AABB CC
Coordinator sends: FC 07 03 02 35 BD AA BB CC Router receives: None Terminal: AA BB CC 00 00
Coordinator sends: FC 07 0303 35 BD AABB CC Router receives: None Terminal: AA BB CC D527 28 1C 00

4B 12 00

Router sends: FC 07 03 01 35 BD AA BB CC Coordinator receives: None Terminal: AABB CC
Router sends: FC 07 03 02 35 BD AA BB CC Coordinator receives: None Terminal: AA BB CC 84 78
Router sends: FC 07 03 02 35 BD AA BB CC Coordinator receives: None Terminal: AABB CC D595 2B 1C

00 4B 12 00

Terminal sends: FC 07 03 01 00 00 AA BB CC Router: None
Terminal sends: FC 07 03 02 00 00 AA BB CC Router: None
Terminal sends: FC 07 03 03 00 00 AA BB CC Router: None
4B 12 00

[JTransparent transmission mode
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Coordinator sends: AA BB CC Router receives: AA BB CC Non-sleep terminal: AA BB CC
Router sends: AA BB CC Coordinator receives: AA BB CC Non-sleep terminal: None
Terminal sends: AABBCC Coordinator receives: AA BB CC Router: None

Other instructions:

Coordinator device will prompt message when establishing network: FF FF
When the device joins the network, it will prompt message: FF AA

The module device has no network or loses network will prompt message: FF 00
DTU opens a WEB page during data transmission may cause data loss.

5. Important statement

® EBYTE reserves the right of final interpretation and modification of all contents in this manual.

®  As the hardware and software of the product continue to improve, this manual may be subject to change without
further notice, and the final version of the manual shall prevail.

®  Users who use this product need to pay attention to product dynamics on the official website so that users can get the

latest information of this product in time.

6. Revision history

Version Date Description Issued by
1.0 2019-3-5 Initial version All
7. About us
Sales hotline: 4000-330-990 Tel: 028-61399028
Support: support@cdebyte.com Website: www.ebyte.com

Address: Innovation Center B333~D347, 4# XI-XIN road,High-tech district (west), Chengdu, Sichuan, China

Q)
Eé#‘?‘E Chengdu Ebyte Electronic Technology Co.,Ltd.
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